CyuacHi iHdopmaniviHi TexHostorii, No 2(5)/2025 _

YOK 004.896:629.735.45
DOI: https://doi.org/10.17721/A1T.2025.2.05

Oleksii BYCHKOV, DSc (Engin.), Prof.

ORCID ID:0000-0002-9378-9535

e-mail: oleksiibychkov@knu.ua

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Mykhailo VOITOVYCH, PhD Student

ORCID ID: 0009-0003-0405-0304

e-mail: voytovychm@gmail.com

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

ROBUST UAV SWARM DECISION-MAKING UNDER UNCERTAINTY VIA COMBINATION
OF MULTI-AGENT REINFORCEMENT LEARNING AND HYBRID AUTOMATA

Background. Unmanned Aerial Vehicle (UAV) swarms are increasingly deployed in complex, uncertain environments such
as electronic warfare (EW) scenarios, where traditional rule-based control can struggle. Related works have applied multi-agent
reinforcement learning (MARL) to enable UAVs to learn cooperative behaviors in such scenarios, and have explored splitting
complex missions (e.g. search & track) into phases to simplify control. However, purely learning-based approaches may lack
robustness or require prohibitively long training to handle all edge cases.

Methods. Our approach integrates the Multi-Agent Deep Deterministic Policy Gradient (MADDPG) algorithm with a
supervisory hybrid automaton that encodes high-level behavior modes. The hybrid automaton defines discrete modes for different
mission phases (e.g. exploration vs. target tracking) and emergency conditions (e.g. evasion under jamming), with formal guard
conditions triggering mode transitions. Within each mode, UAV agents execute continuous control actions determined by
MADDPG's under the centralized-training, decentralized-execution paradigm. We develop a simulation environment based on Gym-
PyBullet-Drones for centralized training of a UAV swarm, including realistic physics and an EW interference model.

Results. The simulation experiments demonstrated that the proposed hybrid RL-automaton approach outperformed a
standard end-to-end MADDPG baseline across all tested conditions. The hybrid swarm achieved consistently higher mission
success rates, especially under adversarial jamming, where it maintained over 90% success compared to significant drops for the
baseline. Learning curves showed faster convergence and higher final returns for the hybrid method, reflecting the benefit of
structured mode-conditioned training. In dynamic target scenarios, the hybrid swarm maintained longer continuous tracking times
through coordinated tactics, while the baseline frequently lost contact. These results highlight that integrating a formal automaton
with multi-agent RL yields more robust, efficient, and scalable UAV swarm decision-making under uncertainty. These findings also
align with recent studies showing that dividing missions into phases and training mode-specialized behaviors can significantly
improve performance over monolithic policies.

Conclusions. The proposed hybrid model demonstrates that integrating formal automata-based mode switching with
deep RL can yield more reliable and efficient decision-making for UAV swarms in uncertain, adversarial environments. Discrete
mode supervision injects domain knowledge (e.g. when to switch tasks or enter a safe mode) that guides learning and ensures
safety constraints, while MADDPG optimizes the continuous control within each mode. This hybrid approach offers improved
adaptability to evolving threats and environmental changes, as evidenced by robust performance under EW conditions. Future
work will extend this framework to more complex swarm scenarios using heterogeneous UAV swarms and explore automatic mode
discovery (e.g. via hierarchical RL) to further reduce reliance on expert-defined automata.

Keywords: Multi-agent reinforcement learning; UAV swarm; Hybrid automata; Uncertain environments; Electronic warfare;
Multi-Agent Deep Deterministic Policy Gradient; Autonomous decision-making.

Background

Unmanned aerial vehicle (UAV) swarms are envisioned for missions ranging from surveillance and search-and-rescue to
combat operations. In modern deployments, these missions often occur in complex, uncertain environments — for example,
contested electronic warfare (EW) settings where communications are jammed and adversaries behave unpredictably. In
such environments, UAV swarms must make real-time cooperative decisions under dynamic conditions of limited information
and potential interference (Xu, & Liang, 2025). Traditional UAV control methods (e.g. scripted strategies or classical control)
fall short in dynamic or large-scale scenarios with uncertainty, where decentralized decision-making and inter-agent
cooperation are crucial. This has motivated extensive research into applying multi-agent reinforcement learning (MARL) for
UAV swarm control (Ekechi et al., 2025).

MARL enables UAVs to learn coordinated behaviors through trial-and-error interactions, adapting to complex
environments without explicit programming (Xu, & Liang, 2025). A variety of deep MARL algorithms have been explored,
including value decomposition methods (QMIX), policy gradient methods (MADDPG, MAPPO), and others (Zhang, Yang, &
Basar, 2021). In particular, the Multi-Agent Deep Deterministic Policy Gradient (MADDPG) algorithm has shown success in
continuous UAV control tasks. MADDPG extends single-agent DDPG to multi-agent settings via centralized training with
decentralized execution (CTDE) — a centralized critic uses global state information during training to learn optimal value
functions, while each UAV's actor policy operates on local observations during execution (Ekechi et al., 2025). This framework
is well-suited to UAV swarms as it supports continuous action spaces (thrust, pitch, yaw commands) and independence at
execution time. Indeed, MADDPG and its variants have been used for tasks like UAV formation control, cooperative target
tracking, and multi-UAV path planning, often outperforming simpler baselines (Zhao et al., 2025).

However, purely learning-based approaches face challenges. Training a single monolithic policy to handle all aspects of
a mission (e.g. searching for targets, then tracking them, while also reacting to threats) can be inefficient and brittle. The
learned policy may struggle to cover the entire state space, especially in adversarial scenarios with high dynamics and
uncertainty (Xu, & Liang, 2025). In multi-objective missions, a single reward function must balance competing goals (explore
vs. exploit, offense vs. defense), which can lead to unstable training or suboptimal solutions. Furthermore, deep RL methods
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often require extensive exploration, which is problematic in safety-critical scenarios — sending real drones to blindly explore
could be dangerous (Feng et al., 2025). In summary, there is a need for approaches that structure the learning problem and
incorporate prior knowledge to guide the swarm's behavior.

One promising direction is to introduce a level of hierarchical or hybrid control above the learning algorithm. Recent works
have begun to explore multi-stage or hierarchical frameworks for UAV swarms. For example, Liu et al. (Liu, Wei, & Liu, 2024)
proposed a two-stage DRL approach that divides a search-and-rescue (SAR) mission into separate search and target tracking
phases, training a specialized DDPG-based controller for each phase. This modular approach yielded faster convergence
and better performance than a single unified policy. Similarly, Feng et al. (2025) developed an integrated DRL framework for
UAV target search and continuous tracking, using one module to handle broad-area search (guided by spatial information
entropy) and another for fine-grained tracking; a Gaussian Process model was used to predict target motion during occlusions.
These studies indicate that decomposing tasks into modes or stages can significantly improve learning efficiency and
robustness. Hierarchical reinforcement learning has also been applied (e.g. a leader-follower hierarchy in multi-UAV path
planning) to break down decision complexity across levels.

Beyond hierarchical task decomposition, another avenue is drawing on formal methods to manage discrete modes and
continuous dynamics. Hybrid automata provide a mathematical model for systems that exhibit both discrete state transitions
and continuous control behaviors. In a hybrid automaton, each discrete mode (or state) is associated with its own continuous
dynamics (described by differential equations or — in our case — a learned control policy), and switches between modes occur
when specified guard conditions are met (Casau et al., 2011). This framework has been widely used in robotics and control
for mode-switching systems — for instance, modeling a rotorcraft that transitions between hover and forward-flight modes, or
a quadrotor carrying a suspended load that has taut-cable vs. slack-cable dynamics (Sierra-Garcia, & Santos, 2021). By
incorporating a hybrid automaton into the UAV swarm decision system, we can explicitly encode high-level logic (e.g. mission
phase switches, safety constraints) while still leveraging deep RL for low-level continuous control. The hybrid automaton can
thus act as a supervisory policy that oversees the learned controllers.

This paper proposes a hybrid learning-based control architecture for UAV swarms operating in uncertain, adversarial
environments. Our approach combines the strengths of deep MARL (MADDPG) — enabling agents to learn cooperative control
policies — with the structured decision-making of hybrid automata — enforcing logical behavior modes and transitions. In the
following sections, we detail the design of this hybrid model and evaluate it in simulation. Section 2 (Methodology) presents
the problem formulation, the MADDPG algorithm and its integration with a hybrid automaton that defines multiple UAV
behavior modes (such as target search, tracking and safe mode). We also describe the simulation environment and scenario
configurations (including an electronic warfare uncertainty model). Section 3 (Results) compares the performance of the hybrid
approach against a baseline MARL-only approach, including learning curves and mission outcome metrics. Section 4
(Discussion and Conclusion) analyzes the implications of the results, offers insights into the benefits and limitations of the
hybrid RL-automata strategy, as well as potential directions for future research.

Methods

Problem Formulation and Scenario

We consider a UAV swarm tasked with a mission that involves multiple objectives and modes of operation. A
representative scenario (used in our simulations) is a search-and-track mission in an adversarial area: the swarm must explore
a designated area to find a mobile target (e.g. an enemy vehicle or survivor in disaster debris), then transition to tracking that
target once found, while potentially facing electronic warfare interference (jamming of communications or GPS) by hostile
agents. The swarm consists of N quadrotor UAVs, each capable of autonomous navigation and target sensing. The
environment is partially observable to each UAV (each has a limited sensor range), and communication may be degraded or
denied in certain zones due to jamming — a critical uncertainty we model in the environment.

We formalize the problem as a multi-agent Markov decision process (MDP) with elements:

M= (S {0}, {AYL, P.R.y) @)

where & is the state space (e.g. the joint configuration of all UAVs, target, and environment status), (J; is the observation
space of agent i (each UAV only observes local information, a subset of the state), and Aiis UAV /s continuous action space
(e.g. thrust and orientation commands for 3D movement). The state transition function 7 is governed by the physics of UAV
motion and target dynamics (with randomness to reflect wind gusts or target evasive maneuvers). The reward function R is
designed to encourage mission success: UAVSs receive positive rewards for locating the target and keeping it in view, and
negative penalties for undesirable events (collisions, straying outside the area, etc.). We include an uncertainty factor 7 in the
dynamics to represent EW interference — for instance, there is a probability of dropping inter-UAV communication at certain
times or zones, and sensor readings are corrupted by noise during jamming. This makes the effective environment non-
stationary from each agent's perspective, a known challenge in MARL (Ekechi et al., 2025).

The objective is to learn a joint policy for the v agents that maximizes the expected cumulative reward in this MDP. Formally,
we seek:

T N
T = arg max E, { Z Z ?‘,:(L)} )

t=0 i=1
where © = (7, ..., 7 ) denotes the collection of policies for all UAVs and +; () is the reward obtained by agent : at time #. A
successful joint policy will coordinate the swarm to efficiently cover the search area, detect and track the target reliably once
it is found, and maintain robust operation even when communication is lost or sensors are degraded by jamming.
Instead of attempting to learn this complex behavior as one monolithic policy, we introduce a hybrid automaton to structure
the decision-making into a few discrete modes. The automaton's role is to decide which mode of operation the swarm should
be in at any given time based on high-level events (e.g. "target found" or "incoming jamming"). Each mode corresponds to a
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distinct sub-behavior for the UAVs, and we will train a mode-specific control policy via reinforcement learning for each mode.
By decomposing the mission into modes, we incorporate expert knowledge about what high-level behavior is appropriate in
different situations, thereby simplifying the learning problem for each mode.

Hybrid Automaton Design

At the top level of our architecture is a Hybrid Automaton (HA) that defines the finite-state logic of the mission (Fig. 1). We
designed the automaton with three principal modes reflecting the scenario's requirements: Search Mode, Track Mode, and
Safe Mode. Figure 1 conceptually illustrates these modes and transitions. The modes are defined as follows:

e Search Mode (Explore): the default behavior where UAVs disperse to survey the area and find the target. The swarm

spreads out to cover ground, maintaining a formation if possible, and continually scans for the target.

e Track Mode (Target Follow): once a target is detected by any UAV, the automaton triggers a transition to Track mode.

In this mode, all UAVs focus on following or encircling the target. For example, a subset of drones may position
themselves to keep the target in view from multiple angles, cooperating to continuously monitor it.

e Safe Mode (Evasion/Protective): this represents an emergency or high-threat condition — for instance, detection of

strong jamming signals or other threats. When the automaton enters Safe mode, UAVs execute a fail-safe behavior
such as holding position, tightening formation, or retreating to a designated safe zone (e.g. a higher altitude or a
communication relay point) until the threat subsides.

The automaton's transitions between these modes are governed by guard conditions based on mission events and system
state estimates. Specifically, the swarm switches from Search to Track when a target is found, and reverts from Track back
to Search if the target is lost. A high-threat event like detection of jamming causes a transition into Safe mode (from either
Search or Track). Once the interference is resolved, the automaton transitions the swarm out of Safe mode back to whichever
mission mode is appropriate (e.g. returning to Search if the target still needs to be found, or to Track if the target was being
tracked prior to the interruption).

Target Found Target Lost

Jamming Cleared

Jamming Detected Jamming Cleared

Jamming Detected

N\

Fig. 1. State transition diagram of the hybrid automaton for search and track mission

Formally, the supervisor is the hybrid automaton:
H = (Q,X, U, Init,Inv, f, E,G, R, \), 3)

where @ = {Search, Track, Safe} is the discrete-mode set, X is the continuous state (joint UAV kinematics, target state,
comms/jamming indicators), and 7 is the continuous control input space (per-agent actions produced by the learned controller).
Init C Q x X initializes gy = Search. Inv : ) — 2% defines mode invariants (e.g., Inv(Search) holds when the target is not
confirmed and jamming is inactive; Inv(Track) holds when the target is being tracked; Inv(Safe) holds when jamming is active).
Continuous evolution in each mode follows & = fq(;r, w), where u is generated t))?/ a mode-conditioned policy.

Mode transitions occur on edges £ C Q@ x @ with guards GG : £ — 2* and resets R : £ x X — X. We use event-
style guards:

o (Search — Track) with Gs—r = {z € X | 3i € {1..N} : TargetFound,(z) = 1}

o (Track — Search) with Grs = {x € X | Vi : TargetVisible,(x) = 0 for At}

o (Search — Safe) gng (Track — Safe) yjith G..r = {r € X | JammingDetected(x) = 1},

o (Safe — Search) gng (Safe — Track) with Gr—. = {# € X | JammingCleared(z) = 1},

The reset map I? updates discrete memory such as 4+ (the mode active before entering Safe) and optional
timers/counters; the continuous state is typically unchanged aside from these bookkeeping variables.
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The output map A : Q — M provides the active mode label A\(gq) € {Search, Track, Safe} to all agents. Each UAV
executes decentralized control with a mode-conditioned policy u; = my(0;, A(g)), so the supervisor coordinates what the
swarm should do (mode), while the learned controllers determine how each UAV moves.

Swarm control. It is important to clarify how the automaton maintains the swarm within each mode. In our approach, the
automaton can be viewed as a high-level coordinator that issues mode commands to all UAVs. We assume that when a mode
switch event occurs (e.g. TargetFound), a signal is broadcast to the swarm so that all agents simultaneously update their
mode. In practice, this could be implemented by a designated leader UAV or a ground station sending a mode change
command (when communication is available). In our simulations, we simplify by having a centralized automaton module with
access to global events, which instantly toggles a shared mode variable that all agents can read. Within a given mode,
however, each UAV operates autonomously based on its local observations and the common mode. In effect, the automaton
provides a synchronized high-level mode context, and each agent's policy (which is conditioned on the mode) then produces
appropriate low-level actions. This design preserves decentralized execution at the control level (no single controller is
micromanaging all drone movements), while still achieving coordinated behavior because all agents know which mode they
are in. Notably, if communications are degraded or lost, the swarm can still respond: each UAV can independently detect the
jamming event (e.g. by sensing loss of comms) and enter Safe mode on its own, even without a central broadcast. In Safe
mode, agents rely purely on onboard logic (e.g. hovering or returning to a preset rally point) until connectivity is restored.
Thus, the automaton's logic can be implemented in a distributed manner across the agents to avoid single points of failure.
This ensures that even under heavy interference, the mode coordination is resilient — for example, if one drone finds the target
but cannot immediately inform others due to jamming, the others will remain in Safe mode (or continue searching cautiously)
rather than acting on stale information, and once the interference clears, the target detection will be shared and the swarm
can seamlessly transition to Track mode.

Multi-Agent Learning Architecture and Training

To handle continuous control within each automaton mode, we employ the MADDPG algorithm for multi-agent
reinforcement learning (Ekechi et al., 2025). In MADDPG, each UAV (agent) has its own deterministic policy network (actor)
Its, that maps the agent's observation to an action, and a centralized critic network ¢}, that evaluates the joint action-value
(Q-value) for that agent given the global state and all agents' actions (Lowe et al., 2017). Formally, the critic learns an

approximation of Q;(s, ay, ..., ay) for each agent
T
Qilr, ar....,ax) = IE[Z () | z(t) =z, ar(t) = ay,...,ax(t) = (1,,\-} (4)
=t
which estimates the cumulative future reward for agent : starting from state = when all agents take actions a, ..., ay and

thereafter follow policy «. During centralized training, the critic networks have access to the true global state and joint actions
(assuming a central training server or full-state simulator) to compute gradients and propagate learning signals to the actors. During
decentralized execution, each UAV uses only its own actor £ (0.) based on local observation ©;, and the critic is not needed. This
CTDE paradigm allows us to train using global information (which improves learning efficiency), but once deployed, the UAVs act
independently, which is essential for real-world resilience (no reliance on a central controller during missions).

In our implementation, we construct one MADDPG agent per UAV and adopt the centralized critics, decentralized actors
training paradigm (CTDE) (Figure 2).

Architecturally, we maintain  critics (one per agent) and employ parameter sharing for actors due to UAV homogeneity.
Each UAV has its own actor 4, but in practice we enforce #;, = --- = 0y = ), resulting in a single shared policy applied
across all agents with different local observations. The actor is implemented as a feed-forward multilayer perceptron (MLP)
with fully connected layers and ReLU activations, mapping (01, 71) to a continuous action ;. Here, ¢ denotes the agent's local
observation (self state, relative neighbor features, and target bearing if available), and . is a one-hot encoding of the current
hybrid automaton mode. The output is a continuous control command, represented as a 3D velocity vector.

Each agent's critic J, is also implemented as a feed-forward MLP with the same architectural template, but with
independent parameters. The critics take as input an approximation of the global state (constructed by concatenating all
agents' observations together with environment-level variables such as target position and jammer status) and the joint action
vector (a4, . . ., ay), and output the Q-value for the corresponding agent.

With respect to training data, no external dataset is used. All learning data is generated online through interaction with the

simulator, forming an experience database in the standard reinforcement-learning sense. In particular, during Search mode,
the target is procedurally generated and placed at random locations at the start of each episode, with optional stochastic
motion patterns. UAVs receive no prior information about the target's location; the only learning signal comes from interaction
with the environment and mode-specific rewards. Target detection is modeled via a range- and line-of-sight-based sensor
abstraction, which triggers a TargetFound event when conditions are met. Consequently, the search behavior is learned
entirely from trial-and-error experience rather than from supervised data or pre-trained perception models.
Also, we do not train separate policy networks for each automaton mode from scratch. Instead, we learn a single mode-
conditioned actor whose behavior adapts based on the mode input and the active reward function. Mode specialization is
achieved by switching the reward function Ry and logging experience into separate replay buffers 73, for each mode (Table 1).
During training, MADDPG updates sample from these buffers in a balanced manner, ensuring that learning signals from
different mission phases do not interfere destructively. This design allows knowledge transfer across modes (e.g., collision
avoidance learned during Search remains useful in Track) while preserving clear behavioral objectives for each phase.
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Fig. 2. Overview of Hybrid Automaton + MADDPG approach for UAV scenario

Table 1
Reward structures in each mode of the hybrid automaton

Mode Reward Design

+ Positive reward for discovering the target (first detection)

+ Bonus for covering new area efficiently (encouraging dispersion)
Search (Exploration)
— Small negative reward for each time step without finding the target (to urge faster search)

+ Continuous positive reward for keeping the target within sensor view each time step
+ Positive reward for minimizing distance to target (to a safe extent)

Track
(Target Following) — Negative penalty if target leaves view (target lost)
— Penalty for getting too close or unsafe (to avoid collisions with target or other agents)
Safe + Small positive or zero reward for maintaining safety (e.g. staying in formation or at a safe waypoint)

(Emergency Halt) — Negative reward for any deviation from the safe behavior (discouraging movement in dangerous conditions)

Each mode-specific reward /t, guides the MADDPG agents to learn behaviors appropriate for that phase (Table 1). For
example, in Search mode UAVs learn to disperse and cover ground quickly to maximize the chance of finding the target (since
they accrue a time penalty until the target is found, and a large reward when it is found). In Track mode, agents learn to
cooperatively follow the target: they are rewarded for keeping it continuously in view and close by, but are penalized if they
lose sight or if they crowd too closely (risking collisions or losing coverage). In Safe mode, agents effectively learn to do
nothing adventurous — the optimal policy is typically to hover or move to a predefined safe location and wait, since any
unnecessary motion under jamming yields penalties. By designing 72, in this way, we imbue the learning process with domain
knowledge about what each mode's objectives are.

We train the MADDPG agents across these modes by switching the active reward and experience buffer according to the
automaton's state. When a mode transition occurs (e.g. Search—Track), the algorithm immediately begins using the Track-
mode reward for subsequent time steps, and experiences are logged to the Track buffer. Experiences from different modes
(which have very different semantics) are thus kept separate, preventing the agents from confusing, say, search-phase
rewards with track-phase rewards. This approach is akin to training multiple task-specific policies, but here it is done within a
single actor network by conditioning on mode.

Results

Simulation Setup

We implemented the hybrid automaton within a custom multi-agent simulation environment built on top of Gym-PyBullet-
Drones (Panerati et al., 2021), which provides realistic 3D quadrotor dynamics and physics-based interaction. Figure 3 shows
a snapshot of our actual simulation environment, including the UAV swarm, the target object, and environmental elements
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used in the experiments. Unlike example scenes shipped with the library, all UAVs in our experiments are controlled by the
learned RL policies rather than by a PID hover controller.

The simulation arena spans 20 x 20 x 10 m. Four quadcopter UAVs operate in this space and receive noisy local
observations, including relative positions of neighboring UAVs and the target when it lies within sensor range. The target is
represented as a black rectangular object (Fig. 3), which moves according to a stochastic motion pattern (random walk) and
must be detected and tracked by the swarm. For visualization purposes, a red cylindrical object indicates the jammer location,
while the translucent dome shown in Fig. 3 represents the spatial region affected by electronic jamming, within which sensing
and communication are degraded.

To evaluate robustness under adversarial conditions, we extended the simulator with an Electronic Warfare (EW) module
that intermittently activates jamming. When active, the jammer degrades effective sensing and communication by injecting
noise into observations and reducing connectivity, simulating realistic interference effects. For example, in one scenario the
jammer located near the arena center activates for a 30 s interval mid-mission, during which UAVs may experience false or
dropped target readings.

The mission objective is to search the area, detect the target, and then maintain continuous line-of-sight tracking. A trial
is considered successful if the swarm locates the target within 120 s and subsequently keeps it in view for at least 60 s; failure
occurs if the target is lost for an extended period or if a UAV deviates excessively from the operational area.

Notably, in our simulation, agents do not directly interact with each other through explicit communication; all coordination
is mediated via the environment and the shared mode provided by the hybrid automaton. For example, when a target is
detected or jamming is sensed, these events are inferred from the environment state and trigger a mode transition rather than
peer-to-peer message exchange. This design choice simplifies the simulation while preserving realistic swarm behavior driven
by shared context and environmental interaction, and avoids introducing assumptions about reliable inter-agent
communication under interference.

We evaluated two multi-agent control approaches in this environment:

1. Hybrid RL-Automata (ours): the UAVs are controlled by a mode-conditioned MADDPG policy with the above automaton
supervising mode transitions. A single neural actor-critic is trained with a one-hot mode indicator as part of the state
input, and with separate reward structures and experience buffers for each mode. This integration allows specialized
behaviors to be learned for Search, Track, and Safe within one policy network.

2. Baseline Single-Policy MADDPG: a standard end-to-end MADDPG agent set with a single unified policy (no discrete
modes). This baseline learns the entire mission with one dense reward function (reward shaping combines search and
track objectives). All approaches use centralized training with decentralized execution: during training, a centralized
critic per agent has access to the global state (including all UAV states, target, and jammer status), while each actor
uses only local observations during execution.

Fig. 3. Demonstration of Pybullet + gymnasium simulation environment setup

We train each method for up to 5,000 episodes and then conduct evaluation runs under multiple scenarios to assess
performance. Key evaluation metrics include mission success rate (as defined above), average target detection time (how
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quickly the swarm finds the target), tracking continuity (how well the swarm maintains lock on the target, even if it maneuvers
or jamming occurs), time spent in Safe mode, and learning convergence (training stability and speed).

Simulation Results

Mission Success under No Jamming vs. Intermittent Jamming

After training, we first compare overall mission success rates in a normal scenario (no jamming interference) and an
adversarial scenario with a 30 s jamming interval (Fig. 4). Table 2 summarizes the success frequencies over 100 runs for
each approach. In the easier no-jamming case, both methods achieve fairly high success (>85%), but the hybrid RL-automata
still leads with ~94 % success vs. 88 % for the monolithic MADDPG baseline. However, under EW jamming, the performance
gaps widen dramatically. The baseline MADDPG's success rate plunges to 65 %, reflecting frequent failures to coordinate
once communications were disrupted. In stark contrast, our hybrid approach sustains a 90 % success rate with jamming —
only a slight 4% drop from its no-jam performance (versus a 23 % drop for the baseline). This demonstrates significant
robustness: even with a jammer active, the hybrid swarm almost always completed the mission, whereas the baseline often
failed to find or keep the target in jammed trials.

Table 2
Mission success rates for 100 runs per condition
Method Success Rate — No Jam Success Rate — With Jam
Hybrid RL-Automata 94 % 90 %
Baseline Single MADDPG 88 % 65 %

Learning Convergence and Training Efficiency

Learning Curves: Hybrid vs Baseline

5000

rs
S
1=
S
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2000

Average Episode Return
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=
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Baseline MADDPG

/ —— Hybrid RL-Automata

6 ldDD 2600 3[;00 dorOD SOrDD
Training Episodes

Fig. 4. Learning curves during training (average episode return vs. training episodes)
for the hybrid RL-automata vs. a single-policy MADDPG baseline

The hybrid approach converges significantly faster and to a higher asymptotic reward. Within ~3000 episodes, the hybrid
agent's return plateaued around 5000, corresponding to consistently completing the search-and-track mission. In contrast,
the baseline MADDPG showed slower and noisier learning, plateauing at a lower return (~3500). The hybrid's sample-efficient
convergence is attributed to the structured exploration curriculum provided by the automaton. Early in training, the automaton
keeps the swarm in Search mode until a target is found, yielding a clear reward signal that accelerates learning of the search
behavior. The baseline had to discover the multi-stage sequence ("search then track") on its own; indeed, it often learned
either to search or to track, but not both in a stable manner (e.g. sometimes finding the target but then quickly losing it, or
focusing on tracking behaviors without reliably finding the target in the first place). The hybrid agents also benefit from mode-
specific experience replay — by learning from more homogeneous data within each mode, they avoid some of the non-
stationarity and credit assignment issues that plague end-to-end MARL training.

Search Efficiency and Target Tracking Performance

We next examine mission phase performance — how efficiently each approach searches for the target and how well it
maintains target contact during tracking. Table 3 reports the average time to find the target ("Search duration") and the
average continuous tracking time achieved once the target is found, for the no-jamming, stationary target scenario. The hybrid
RL-automata finds the target about 20% faster than the baseline on average, reflecting more coordinated exploration. In
particular, the hybrid swarm often spreads out methodically in Search mode (sometimes in a roughly lawnmower or space-
filing pattern) and converges once a target is detected, whereas the baseline agents exhibit more meandering and
occasionally redundant searches. Once the target was detected, the baseline MADDPG also showed weaker tracking
coordination: it frequently happened that one or two drones would engage the target while others continued exploring or
lagged far behind. This led to shorter sustained tracking spans and occasional target loss. By contrast, the hybrid approach's
Track mode was immediately adopted by all UAVs upon target detection, causing the swarm to efficiently regroup and
collectively follow the target. As a result, hybrid-controlled drones could keep continuous eyes on the target for longer periods
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(often until mission completion), whereas baseline drones more often lost sight and had to re-search. Overall, the hybrid
achieved the best combination of fast target acquisition and reliable tracking.

Search and tracking performance (no jamming, non-evasive target) Taple s
Method Avg. Search Duration, seconds Avg. Continuous Track, seconds
Hybrid RL-Automata 240x2.1 60.0+0.0
Baseline Single MADDPG 30.1+£3.0 45.7+12.8

Dynamic Target Evasion Scenario

In a more challenging dynamic target scenario, we tested the swarm against a target that actively evades the UAVs
(accelerating away when a drone gets close, simulating an intelligent adversary). All methods experienced some degradation
in tracking performance with this evasive target, as expected. The agile target caused more frequent target loss events and
required re-acquisition. Nevertheless, the hybrid approach retained a clear advantage in handling the dynamic target. Table
4 compares the approximate fraction of mission time that the target remained in view (within any UAV's sensor range) during
the dynamic target trials. The hybrid swarm kept the evasive target in sight ~90 % of the time on average, significantly higher
than the baseline's ~70 %. These results align with qualitative observations: the hybrid Track-mode policy learned to
coordinate a surround-and-corner tactic, whereby drones approach the target from multiple directions to constrain its escape
options. Even if the target temporarily outran one UAV, another was often positioned to detect it, and the automaton could
trigger mode transitions (e.g. back to Search if the target was truly lost, then to Track again upon re-detection) seamlessly.
The baseline MADDPG, lacking structured cooperation, often failed to react in time when the target darted away — the swarm
would break formation and the target would slip beyond sensor range. While the baseline did sometimes re-locate the target,
the delay was much longer and success less consistent than with the hybrid (which typically re-acquired the evading target
within a few seconds). Overall, the hybrid's ability to maintain lock on a moving, evasive target was superior, translating to
higher mission completion rates and more target observation time.

Table 4
Tracking performance with a dynamic (evasive) target
Method Target In-View Time (dynamic target)
Hybrid RL-Automata 89.7% £ 5.5%
Baseline Single MADDPG 69.4% + 10.2%

Target Tracking Performance (Dynamic Target Scenario)
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Fig. 5. Representative time series of target distance from the closest UAV
in a dynamic target scenario (target actively evading)

The hybrid swarm (yellow curve) manages to keep the target within a close range (~2—4 m) almost continuously. In this
trial the hybrid never fully loses the target (distance stays below the sensor range threshold, grey dashed line at 5 m). The
baseline MADDPG (orange curve) succeeds initially but then loses track of the target twice (distance spikes above 10 m,
indicating the target moved out of sensor range). These lost-contact episodes correspond to the baseline swarm failing to
contain the evasive target, requiring a time-consuming re-search. By contrast, the hybrid swarm's dedicated tracking policy
and cooperative strategy prevented such prolonged losses in most runs, yielding longer cumulative tracking times. Even when
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the target did escape the hybrid's view, the automaton-guided recovery was rapid (a brief Safe or Search phase followed by
re-engagement), whereas the baseline often struggled to regain contact. This quantitative behavior is reflected in Table 4,
where the hybrid kept the target in view the majority of the time, significantly outperforming the baseline.

Swarm Size Scalability

Finally, we assess how the approaches scale with a larger swarm. We increased the team size to N = 10 UAVs (with a
proportional increase in state and action dimensionality) and repeated the training and evaluation (see Figure 6 for a
representative snapshot of the 10-UAV scenario). The hybrid RL-automata approach proved to be scalable with only minor
adjustments — primarily, we increased the capacity of the centralized critic network to handle the larger joint state space, and
extended training time slightly to accommodate slower convergence with more agents. The high-level automaton design and
mode logic remained unchanged.

e
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In practice, the hybrid method still converged to a good policy for 10 drones and maintained high mission success rates,
with only a moderate drop compared to the 4-drone case (on the order of 5-10 % in our tests). The baseline single-policy
MADDPG, on the other hand, struggled significantly as swarm size grew. Training runs with 10 agents often failed to converge
to an effective policy; the increased multi-agent state space exacerbated non-stationarity and credit-assignment issues,
leading to unstable learning behavior (including divergence or oscillations). Even in runs that did converge, the baseline's
performance with 10 drones was erratic: agents frequently interfered with one another's learning, and not all UAVs contributed
meaningfully to the mission, resulting in lower success rates and higher variance.

W
19T

Fig. 6. Swarm size scalability scenario (10 UAVs)

Mission success rates under jamming for different swarm sizes (100 runs per condition) Taple s
Method 4 UAVs 10 UAVs
Hybrid RL-Automata 90% 82%
Baseline Single MADDPG 65% 38%

By contrast, the hybrid approach's structured training, enabled by mode segmentation, helped mitigate the curse of
dimensionality. Each mode effectively restricts learning to a more manageable sub-problem (e.g., Track mode focuses only
on coordinated tracking when the target is known and communications are nominal), rather than forcing a single policy to
simultaneously learn exploration, tracking, and interference handling. This observation is consistent with general MARL
findings that centralized critics and joint action-value functions become increasingly difficult to learn as the number of agents
grows, while task decomposition and structured experience can substantially improve scalability.
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Experiments summary. In summary, across all tested scenarios the Hybrid RL-Automata consistently outperformed the standard
end-to-end MADDPG baseline. It achieved higher mission success rates, more efficient target search and tracking, and more robust
behavior under adversarial conditions (jamming, evasive targets), while converging faster during training. These results demonstrate
the benefit of integrating formal automata-based decision logic with deep multi-agent reinforcement learning for complex UAV swarm
missions. By delegating high-level sequencing decisions (search, track, safe) to the automaton, the learning algorithm focuses on
within-mode control, yielding improved reliability. In particular, the hybrid swarm learned to avoid unsafe behavior under jamming—
entering Safe mode instead of blindly pursuing the target—illustrating how injecting high-level domain knowledge enhances
resilience and safety beyond what pure RL achieved in our experiments.

Discussion and conclusions

In this work, we investigated a hybrid decision-making approach that combines reinforcement learning with hybrid
automata for controlling UAV swarms in uncertain, adversarial environments. The motivation stems from the observation that
while deep reinforcement learning can endow UAVs with complex cooperative behaviors, it often requires assistance to handle
high-level mission sequencing and to ensure robust operation under edge-case conditions (like electronic attacks). By
introducing a hybrid automaton to manage discrete modes of operation, we effectively injected high-level expert knowledge
(when to switch tasks, how to respond to threats) into the learning loop. This led to a markedly improved performance over a
purely RL-based baseline, as evidenced by higher mission success rates and faster training convergence.

One key advantage of the hybrid model is interpretability and modularity. The automaton's state transitions are
understandable rules (e.g. "if jammed, go to Safe mode") that could be designed or verified by human experts, providing a
level of transparency in the system's decision logic. This is often important in military or safety-critical applications —
commanders or engineers may require guarantees that, for example, "if communications fail, the drones will return to safe
rendezvous". Our automaton guarantees such behavior by construction. In contrast, an end-to-end neural policy is a black
box that might or might not learn the desired response. The modular architecture also means that if mission parameters
change, one can adjust the automaton or retrain only a part of the system. For instance, adding a new mode (say, an Attack
mode where drones engage a target once tracked) would be straightforward to incorporate by adding a state and training a
policy for that mode, without retraining the entire controller from scratch.

From a learning perspective, the hybrid approach can be seen as a form of reward shaping and curriculum learning. The
automaton forces the swarm to tackle simpler sub-tasks in a logical order (first search, then track, etc.), which acts like a
curriculum — agents learn the easier skill of exploration before dealing with the harder challenge of cooperative tracking, rather
than trying to learn both simultaneously. This is supported by our observation of accelerated learning. The division of
experience into mode-specific buffers also helps stability, as the distribution of experiences in each buffer is more
homogeneous (e.g. in Track mode buffer, most experiences contain the target in view, whereas in Search buffer they mostly
don't). This may mitigate some non-stationarity in multi-agent learning, since the critic in each mode is focusing on a narrower
set of dynamics at a time.

Limitations and considerations: Despite its benefits, our hybrid approach relies on correct mode definitions and transition
logic provided a priori. If the automaton is poorly designed or the conditions are mis-specified, the system might switch modes
at inappropriate times or get stuck. We assumed the events (target detection, jamming detection) can be reliably observed or
signaled; in reality, false positives or negatives could trigger wrong mode switches. One way to enhance this is to make mode
switching also partly learned or adaptive. For example, one could use a high-level RL (or an option framework) to decide
when to switch modes, rather than fixed guards — effectively treating mode switching as an "option" policy. This would add
flexibility but at the cost of a more complex training regimen (hierarchical RL).

Another limitation is that while we improved robustness to modeled uncertainties, there are always unmodeled factors. In real
life, the environment might throw completely novel situations (e.g. multiple simultaneous targets, or loss of a UAV) — our current
automaton does not handle these explicitly. Extending the hybrid model to a more comprehensive set of modes (such as adding a
mode for UAV loss or recharging) would increase its real-world applicability. There is a trade-off between adding modes (which
complicates the automaton and requires more training) and relying on the neural controllers to generalize. An interesting direction
is to incorporate fault-tolerance modes (for UAV failures) or communication-restoration behaviors in Safe mode.

Comparison with other approaches: Our results are in line with other studies that integrate Al with rule-based systems.
For instance, Chi et al. (Chi et al., 2023) combined MARL with bio-inspired strategies for swarm confrontation tasks and found
that incorporating domain-inspired heuristics accelerated learning and improved performance in complex adversarial
scenarios. Their approach, like ours, suggests that pure end-to-end learning can benefit from hybridization with classical
decision models. Another related concept is using state machines or behavior trees as policy representations, where RL might
learn parameters of those structures. Our approach differs in that we manually defined the automaton structure, rather than
learning it, focusing learning on continuous control within modes. This likely contributed to reliability — the automaton is less
prone to "forgetting" a critical rule than a fully learned neural network policy would be.

Real-world deployment considerations: Implementing this hybrid model on real UAVs would require ensuring that the
mode detection events are robust (e.g. reliable computer vision for target detection, reliable ESM sensors for jamming). The
computational load of running MADDPG policies on-board could be significant, but since each UAV's policy is a relatively
small neural network (few thousand parameters) it can run on embedded hardware in real-time (100 ms control loop was fine
in simulation, which is achievable on modern autopilot boards or edge CPUSs). The centralized critic is only needed during
training; execution is fully decentralized, which is a necessity for practical swarm operation in denied environments.

One challenge is the sim-to-real transfer of learned policies. We trained in a physics simulator; discrepancies in dynamics
or sensing in the real world could degrade performance. Techniques like domain randomization (varying parameters during
training) and high-fidelity SITL (software-in-the-loop) testing can help. Our modular approach actually aids transfer — because
the behaviors are constrained (e.g. in Safe mode the drones essentially hover, which is easy on real hardware; in Search
mode they execute relatively smooth lawnmower patterns, etc.), the risk of encountering control instabilities is reduced
compared to a more aggressive end-to-end policy that might push actuators to extremes in unforeseen ways. This
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conservative nature of a supervised mode approach can be seen as adding a safety layer; indeed, safety in RL for UAVs is a
known challenge and our automaton can enforce some safety constraints by design (like "don't move in Safe mode").

Conclusions: We have demonstrated a practical hybrid control strategy that leverages deep MARL and hybrid automata
to enable UAV swarms to make complex decisions in the face of uncertainty. The hybrid model significantly improved both
the operational performance (mission success and efficiency) and the robustness of the swarm against electronic warfare
disruptions, compared to a conventional MARL approach. This suggests that for critical multi-UAV applications, a middle
ground between pure learning and pure engineering is highly effective: one can use human insight to structure the high-level
behavior (mode logic) and use machine learning to handle low-level coordination and adaptation within those structures. Our
research provides a template for integrating these approaches, which can be extended to other domains (e.g. ground robot
teams, marine drone swarms) that face similar challenges of multi-agent decision-making under uncertainty.

In future work, we are interested in exploring adaptive automata — where the conditions for mode transitions could be adjusted
by learning based on experience (for example, optimizing the threshold of "how sure must a UAV be that the target is lost before
switching back to search?"). Another extension is multi-mode reinforcement learning where the automaton's structure might be
learned via gradient-based methods; recent advances in differentiable programming could allow integrating a differentiable state
machine into the learning loop. Finally, as autonomous swarms become more complex, combining our approach with techniques
like meta-learning (so agents can adapt to new modes quickly) or federated learning (so swarms can learn from each other's
experiences without centralizing data) could further enhance the scalability and adaptability of the system.

Overall, our findings may contribute to the growing evidence that hybrid intelligent systems — marrying model-based and
learning-based methods — are a promising path toward reliable autonomy in multi-agent systems. By using Hybrid Automata
+ MADDPG, we have shown a viable way to achieve intelligent UAV swarm behavior in scenarios where neither conventional
automation nor naive end-to-end learning alone would be sufficient.
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POBACTHE NPUAHATTA PILLEHbL POEM BMNJA B YMOBAX HEBU3HAYEHOCTI LUNAXOM NOEAHAHHSA
BATATOATEHTHOIO HABYAHHA 3 NIAKPIMIEHHAM
TATIBPUOHNX ABTOMATIB

BcTyn. Poi 6e3ninomHux nimanbHux anapamie (BI1J/IA) dedani 4acmiwe 3acmocoeyrombscsi y CkilaGHUX ma Heeu3HaYeHUx cepedoeulyax,
30KpemMa e ymoeax padioesnrekmpoHHoi 6opomb6u (PEB), de mpaduuyiliHi Memodu KepyeaHHsI Ha OCHO@I XOPCMKO 3adaHux npaesusl MOXyms 6ymu
HedocmamHbo egpekmueHuMu. Y po6omax, de docnidxyromscs nodi6Hi memu, 3acmocoeyeasnocsi 6azamoazeHmHe Hag4YaHHs1 3 MiOKPINIeHHIM
(MARL), w06 do3zeonumu BI1JIA Haeé4yamucsi koonepamueHoi NoeediHKU 8 makux yMoeax, a makox docidxyeanocsi po3é6ummsi cknadHux micil
(Hanp., nowyk i cynpoeid yini) Ha ¢ha3u Onsi cnpoujeHHs1 kepyeaHHsi. [[pome nidxodu, ujo 6a3yroMbCs1 BUK/TIOYHO Ha Hae4YaHHi, MOXymb 6ymu
HedocmamHbo pobacmHumu abo esuMaz2amu HadMipHO mpueasno2o Has4aHHs Ons1 epaxyeaHHs ecix Kpalioaux eunadkie.

MeToau. 3anponoHoeaHuli nioxid iHmezpye anzopumm Multi-Agent Deep Deterministic Policy Gradient (MADDPG) i3 kepieHum 2i6pudHum
aemomamom, sikuli kodye eucokopieHeai pexxumu noeediHku. [N6pudHuli aemomam eusHayae AucKkpemHi pexxumu 0ns pi3Hux ¢has micii (npumipom,
po3eidka abo cynpoeid yini) ma asapiliHux cumyayiti (Hanp., yxuneHHsi nid 4ac padioesiekmpoHHO20 NpudyuweHHsl), 0e hpopMasibHi ymosu nepexody
aKkmueyromb 3MiHy pexumie. Y Mexax KOXHo20 pexumy azceHmu BI1/IA eukoHyromb HernepepeHi kepytrodi Oii, uj0 eusHa4aromscsi asl20pUMMoM
MADDPG egidnoeioHo 0o napaduamu yeHmpasnizoeaHo20 Hag4aHHsi ma deyeHmpasni3zoeaHo20 8UKOHaHHSA. [ns1 yeHmpanizoeaHo20 Hag4YaHHs PO
BI1JIA po3po6neHo cumynsyiliHe cepedosuwie Ha ocHoei Gym-PyBullet-Drones, sike eksto4ae peanicmuyHy ¢pisudHy mModenb i Modenb ennuey
padioenekmpoHHoi 6opomb6u.

PesynbTtatun. EkcnepumeHnmu e cepedoeuuyi ModesiroeaHHs NMoKa3sanu, Wo 3arnpornoHosaHull 2i6pudHuli nioxio RL-aemomam nepesepuwye
cmaHd@apmHy Hackpi3Hy 6a3zoey modens MADDPG 3a ecima npomecmoeaHumu ymoeamu. [i6pudHuli pili deMoHcmpyeae cmabinbHO euWi MOKa3HUKU
ycniwHocmi euKkoHaHHs1 Micil, 0cobsue0 8 yMoeax 80pPOX020 2/ywiHHs, 0e pieeHb ycnixy nepesuuyyeae 90 %, modi sik y 6a3oeoi modeni
crocmepiaanocsi 3Ha4He 3HUXeHHs1 epekmusHocmi. Kpuei Hae4yaHHs1 nokasanu weuduwy 36ikHicmb i suwi ¢piHanbHi 3Ha4YeHHs1 suHazopodu ons
2i6pudHo2zo memody, w0 sidobpaxaec nepeesazu CMPYKMypoeaHO20 HagYaHHs 3 ypaxyeaHHSIM pexumie. Y cueHapisx i3 OuHaMiyHuUMu uyinsmu
2i6pudHull piti nidmpumyeae doewuli 6e3nepepeHull cynpoeid 3aedsiku ckoopduHoeaHili makmuyi, modi sik 6azoea Modesnlb 4acmo empayvana
koumakm. Lji pesynbmamu demMoHcmpyomsb, wo iHmezpauis ¢ghopmanbHO20 asmo 3 6 )a2eHMHUM Hae4aHHAM 3 NiOKpinIeHHIM
3abe3neyye 6inbw HadiliHe, epekmusHe ma MacwmaboeaHe npuliHimms piweHb poem BI1J/IA e yMoeax Hesu3HayeHocmi. OmpumaHi eUCHOBKU
makox y3200)XKylombcsl i3 cydacHUMU OOcCiOXeHHSIMU, siKi nmoka3yromb, wjo nodin Micili Ha ¢ha3u U Hae4aHHSI cneyianizoeaHux Onsi pexumie
cmp it MOXe cy o nideuwyumu npodyKmueHicmb MOPieHSIHO 3 MOHOJTIMHUMU roslimuKamu.

BucHoBkuU. 3anponoHosaHa 2i6pudHa modenib deMOHCMpPYeE, W0 NoeGHaHHs NepeMuKaHHs1 PeXuMie Ha OcHoei ghopmanbHUX aemomamis i3
2IUGUHHUM HagYaHHSIM 3 MiOKpinneHHsAM Moxe 3abesneqyumu 6inbw HadiliHe ma egpekmueHe npuliiHssmms piweHb Onsi poie BIM/IA e ymoeax
HeeU3Ha4eHo20 Ui 80P0)X020 cepedosuuya. [JuckpemHe KepysaHHs1 pexxumamu e8odumsb npedMemHo-opieHmoesaHi 3HaHHs (Hanp., Konu 3MiHleamu
3aedaHHs ab6o nepexodumu e 6e3neyHull peXxum), Wo crpsiMoeye npouec Hag4yaHHsl ma 3abe3neyye dompuMaHHsi ob6MexeHb 6e3neku, modi siK
MADDPG onmumisye 6e3nepepeHe KepyeaHHsI 8 Mexax KOxHo20 pexumy. Takul 2i6pudHuli nidxid 3abe3neyye kpawy adanmueHicmb 00 3MiHHUX
3ae2po3 i ymoe cepedosuwja, ujo nidmeepdxyemsncsi cmilikoro po6omotro 8 ymoeax padioesiekmpoHHoi 6opomb6u. Y nodanbwiux OOCiOKEeHHSX
nnaHyemscsi po3wupumu yel nidxid Ha 6inbw cknadHi cyeHapii i3 eukopucmaHHsIM 2emepoz2eHHUx poie BITJIA ma docnidumu aemomamuyHe
eusiefieHHs1 pexumie (npumipom, 3a OOMOMO20t0 i€PapxXiYHO20 HasYaHHSI 3 MIOKpinMeHHsAM), wo6 3MeHwumu 3anexHicms eid aemomamis,
B8U3HayYeHUX eKcriepmamu.

Knwo4yoBi cnoBa: 6acamoazeHmHe Hag4YaHHs 3 nidkpinneHHsam; pili BI1J1A; 2i6pudHi asmomamu; Hesu3Ha4yeHi cepedosuuja; padioenekm-
poHHa 6opoms6a; Multi-Agent Deep Deterministic Policy Gradient; aemoHoMHe npuliHAmms piweHb.

Buukos Onekciii € YneHom pepgkonerii BuAaHHA, TOMy He O6paB yyacTi y peleH3yBaHHi Ta NPUNHATTI pilleHHs Wwoao nyo6nikauii
uiei cTarTi.
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